	Personal information
	

	First name  Surname
	Simone Asnaghi

	Telephone(s)
	+39 335 1938 362

	E-mail
	simoneasnaghi@gmail.com

	
	

	Nationality
	Italian

	
	

	Date of birth
	2 April 1981

	
	

	Professional Profile
	

	
	Forensic Investigation and Log Management

eDiscovery process: identification, preservation, analysis and processing of electronically stored information (ESI).

Computer Forensic: forensic acquisition and analysis, definition of chain of custody procedure.

Log Management: integration design and management of IT and Network Security system with SIEM platforms, definition and implementation of security dashboards, reports and alerts.

Network and IT Security Consultant

DDoS Protection: Design and Project Management of network monitoring and DDoS protection platform (Carrier Class level and Enterprise level).

Enterprise Mobility Management: Technical Support for EMM/MDM platform and BYOD solutions, Design and Project Management of Mobility Management processes and procedures.
Test Management: test design/management of IT, traffic monitoring e network protection platforms.

Security Governance and Compliance: development of security policies and procedures, according to ISO 27K, PCI-DSS standards and Privacy regulation; optimization/development Critical Infrastructure Incident Handling procedures; Design of Security KPI framework for Enterprise and Telco customers, development of Business Intelligence systems.

	Technical Skills
	

	
	

	
	Computer and Mobile Forensic: FTK, FTK Imager, Cellebrite UFED, Tsurugi, Autopsy, 

Digital Investigations: Search, analysis and reporting of structured and unstructured data.

Use of eDiscovery tools: Microsoft Purview (Content search, eDiscovery), Symantec  Enterprise Vault Discovery Accelerator.

Mail search and recording features: Microsoft Journaling functionalities, mailbox search.

Splunk Enterprise: advanced use of Splunk search functionalities, implementation of alerts and reports.

Analysis of traffic anomalies using vendor platform (Arbor/Radware) and custom sw.

Network device configuration and troubleshooting, analysis and routing strategy design (especially iBGP/eBGP scenarios).

MDM/EMM/BYOD: integration and administration of vendor platform (MobileIron, Good, Dymora).

Business Intelligence: dashboards development and integration with external data sources (QlikView).

Administration of Linux and Microsoft systems, use of VMWare Workstation.

Integration of IT and Network system with SIEM platform (Novell Sentinel, McAfee): definition of requirement, data flows and log processing logic.

Network architecture emulation (Dynamips/GNS3).

Web site development: HTML, PHP, CSS, JavaScript, JQuery.

Java, shell scripting, Perl, Python; C/C++, Matlab.

	
	

	Work experience
	

	
	

	Dates

Position, Employer, Business Sector
	June 2018 – Now

Manager, UniCredit SpA, Cyber Security – Head of Forensic Investigation

	
	Apr 2022 – Now
Head of Forensic Investigation: design and implementation of Forensic Investigation procedures and processes. Management of requests from internal units and external Legal Authorities, engagement of main internal/external stakeholders. Collection, analysis and presentation of logs, structured and unstructured data. Management of international forensic projects.
Jun 2018 – Mar 2022
Forensic investigations: Computer Forensic activities on company devices following Security incidents; coordination of activities supporting Legal Authorities and internal control units; gathering, analysis, maintenance of digital evidences; advisory activities for internal business units.
Project Manager for global projects involving log collection and data security analysis. Analysis of business applications and infrastructures for Compliance and Lawful inspection; development of dedicated dashboards; supporting activities for log gathering and analysis, data mining and creation of dedicated reports.

	
	

	Dates

Position, Employer, Business Sector
	April 2016 – June 2018
Manager at EY SpA, Risk Management and IT Security

	
	Jan 2018 – June 2018, Primary Financing Company / International Bank
Risk Analysis and Compliance: assessment of company cyber risk aligned to Italian central bank regulations. Development of Incident Management procedure and Operation plans. Technical analysis of vendor offers related to 4G and WiFi coverage of main company site.
Apr 2016 – Dec 2017, Primary International Bank

Project Manager for different Cyber Security projects focusing on: integration of Behavioural Security solution within Security infrastructure and SIEM platform, integration of information sources with company SIEM.

PMO for European-wide Program aiming to remediate European Central Bank (ECB) Information Security findings.



	
	

	Dates

Position, Employer, Business Sector
	July 2006 – April 2016
Consultant at NTT Data Italia SpA, Network and IT Security

	
	

	Main activities and responsibilities
	Jun 2011 – Apr 2016, Primary National Telco Operator

Design e Project Management of DDoS detection/mitigation architecture (Carrier Class level, Enterprise level), integration with SIEM and Identity Management platform.

Test design and management of Network Anomaly Detection and Mitigation systems.
Feb 2014 – Apr 2016, Primary International Bank / Top 5 International Energy Sector
Integration and Configuration of EMM/BYOD Platform, Design of infrastructure, Customization of MDM/MAM policies, Design and Project Management of Mobility Management processes and procedures.
Dec 2013 – Feb 2014, Public Sector

Design of Identity and Access Management platform and Development of security policies and procedures, compliant with ISO 27000 and PCI-DSS standards.

Jan 2011 – Jun 2011, Primary National Telco Operator

Design of: Incident Handling procedures for Critical Infrastructures, processes and procedures for an European-wide CERT (Computer Emergency Response Team).

System Integration of Patch Management and Identity Management systems.

Mar 2010 – Dec 2010, Primary International Bank

Development of security policies and procedures compliant with ISO 27000 and PCI-DSS standards.

Design of security KPI frameworks, design and Project Management of automatic KPI gathering and reporting systems.

Jan 2009 – Feb 2010, Primary National Telco Operator

Design of KPI frameworks for Security Operation Center.

Jamming and MITM attacks in 2G-3G Networks: Analysis and definition of security monitoring pattern.

Jan 2008 – Dec 2008, Primary National Telco Operator

VAS and OSS systems: Compliance analysis (lawful interception, privacy regulation), Integration management with custom and vendor specific IdM, Access Management and SIEM system.

Jul 2006 – Dec 2007, Primary National Telco Operator

Design of mobile networks security monitoring system: security model definition, data sources analysis, definition of correlation rules, integration management with SIEM system.

Definition of requirements for users authentication and logging of access/activities in compliance with privacy and lawful interception national regulations.

	
	

	Education and training
	

	
	

	(Title of qualification awarded, dates, Organisation providing training)
	CISSP 15 March 2022 (ISC)² - International Information System Security Certification Consortium
ITIL v3 Foundation 21 December 2010 EXIN - NCS Pearson
Maintaining a Microsoft SQL Server 2005 Database October 2009
Designing High Availability Database Solutions Using MS SQL Server 2005 September 2009

Managing and Maintaining Active Directory Servers November 2008

Time Management May 2008

Problem Solving June 2007

Team Management February 2007

Communication Skills October 2006

	
	

	
	PhD in Systems’ Engineering 01 January 2007 - 18 February 2010
University "Sapienza" – Rome - Italy
Research theme: development of mathematical model for the simulation of the time course of insulin and biological nutritional.

Thesis: “The mathematical models in metabolic systems: analysis of glucose metabolism in normal and pathological situations”.

Activities: Application of Stochastic Petri nets and Markov models to IT processes and biochemical pathways analysis, Development of Java supporting code and Matlab simulations scripts, Teaching activity and support for thesis development, Study of genetic algorithms application in Ad-hoc networks (MANETs) routing algorithm for among autonomous agents (robot motion planning).

	
	

	
	Master Degree in Telecommunication Engineering (final mark: 107/110) 01 January 2000 - 25 May 2006 University "Sapienza" – Rome – Italy
Thesis: “Call Admission Control in Next Generation Network: independent technology strategies”.

Arguments of Thesis: design of independent transport technology Call Admission Control algorithms in IMS Networks. Design/writing/testing of Matlab scripts and C++ code for analysis and simulation in different network scenarios.

	
	

	
	 High School degree, final mark: 100/100 1999
 Attended in 4 year for special merit (instead of 5 years regular attending period)
Liceo Scientifico “Alessandro Volta” in Guidonia - Rome - Italy

	
	

	Scientific Publications
	

	
	S.Asnaghi, C.Milani “Modelling of a class of IT processes by means of Stochastic Petri Networks”, Notiziario Tecnico Telecom Italia, N. 3, 2009.

S.Salinari, A.Bertuzzi, S.Asnaghi, C.Guidone, M.Manco, G.Mingrone, “First-Phase Insulin Secretion Restoration and Differential Response to Glucose Load Depending on the Route of Administration in Type 2 Diabetic Subjects After Bariatric Surgery”, Diabetes Care March 2009.

S. Asnaghi “Petri Nets and Biochemical Pathway : modelling insulin metabolism using Petri Nets”, Internal Report, DIS Dept, University “Sapienza”, Rome.

	
	

	Languages
	

	
	

	
	Italian (Mother tongue)
English (Good knowledge, both professional and spare time)

	
	

	Self-assessment
	
	Understanding
	Speaking
	Writing

	European level (*)
	
	Listening
	Reading
	Spoken interaction
	Spoken production
	

	English
	
	B2
	Independent user
	B2
	Independent user
	B2
	Independent user
	B2
	Independent user
	B2
	Independent user

	
	

	Driving licence
	B
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